Troubleshooting login issues after a recent dbRAS upgrade

Contents

01. Windows Users
a. Microsoft Edge
b. Google Chrome
c. Internet Explorer 11
02. Apple macOS Users
03. Vendor users
04. Support and further information

01. Windows Users:

NOTE: Internet Explorer 11, Microsoft Edge and Google Chrome are the only
supported browser for use with dbRASweb.

Microsoft Edge

1. Close all open windows and programs
2. Open Microsoft Edge

All Apps Documnents Settings Photos vlore S Feedback

Best match

Microsoft Edge N
Microsoft recommended browser

Microsoft Edge

Microsoft recommended browser

£ microsoft edge



3. Click on three dots (...) in the top right corner

4. Click on Settings > Site Permissions > Pop-ups and redirects

@] @ Edge | edge://settings/content
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() Reset settings
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@ About Microsoft Edge

Site permissions

Cookies and site data

Allowed

T Location

[E1 Camera

0  Microphone
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Allow sites to use motion and light sensors
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<3 Adobe Flash

Always block Flash (recommended)
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Close Microsoft Edge
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5. Disable Pop-up blocker

Settings
£ Search settings

Profiles

Privacy, search, and services

a]
Appearance
® On start-up
= Mew tab page
I B Site permissions

£ Default browser

< Site permissions / Pop-ups and redirects

Block (recommended)

Block

No sites added

Allow

No sites added

Add

Add




6. Click on the Site permissions again and then click on Automatic

Downloads:
Profiles
{i=))  Meotion or light sensors

El Privacy, search, and services Allow sites to use motion and light sensors

Lippeat=nce [l Notifications

Y On start-up Ask first

New tab page JavaScript
5 I [ Site permissions ke

- Default browser 42 Adobe Flash

Always block Flash (recommended)

4 Downloads

&k Family safety ~d  Images
Show al
= languages
|ﬂ:| Printers [ Pop-ups and redirects
Allowed
B System
B Ads

Reset setti
(5 Reset settings e
[] Phone and other devices

= Background sync
@@ About Microsoft Edge

Allow recently closed sites to finish sending and receiving data

multiple files automatically

7. Enable Automatic downloads

< Site permissions / Automatic downloads

Ask when a site tries to download multiple files automatically (recommended)

Will block if turned off

8. Close Microsoft Edge browser
9. Restart your PC to apply changes
10.Try logging into dbRASweb again



11. Please download “Pulse Secure Application Launcher” (if prompted with the
below screen)

It appears that the application launcher is not installed. Download now to proceed.

Or, if you still believe that the application launcher is already installed, you can Try Again to find it.

12. After Pulse Secure Application Launcher installation please click HERE

.

Do you wont to run this file?

B} Pulse Secure Application Launcher K PulseS auncher.msi
Pulse Sequre, LLC

Windows Installer Packsge

C\Users),

l/-_‘.\l Pulse Secure Application Launcher has been installed
QW successfully. : =

openng this fie

LI fom the Intemet can be useiul. this i,

your computer, Oriy nun saftwoliliio
l T o0 troat. Vihat '3 the tsk?

Click “Run” '
Once you have completed the above steps, cIic continue with the launch. T
We recommend selecting "remember" and "always*liring the installation process.

13.Please accept all the prompts for Host Checker and other downloads

Pulse Secure Application Launcher - Warning

Do you wart to allow Pulse Secure to contact the server and/for download, install, execute
software from the server?

Server Name : de-dev.dbrasweb.db.com

Product Name : Host Checker

v -]



Deutsche Bank
dbRASweb

dbRASweb Deutsche Bank Group Logoff

" Pulse Secure Application Launcher —

Installing setup client module'
If this is the first tin] 9 > . You must
answer Yes or Alw

Please wait...
For more informati
........................... I
Loading Com
Please wait. This

#  Host Checker....

You are here: Security Scan

14.Click on Open

g https://de-dev.dbrasweb.db.com/dana-na/auth/url_default/welcome.cgi?p=preauth&amp;amp;signinRealml...  ¥%

Deutsche Banlc This site is trying to open Pulse Secure Ap...ation Launcher.
dbRASweb https://de-dev.dbrasweb.db.com wants to open this application.

Always allow de-dev.dbrasweb.db.com to open links of this type in the associated app

dbRASweb Deutsche Bank Group

You are here: Security Scan

A Starting Host Checker A

If this is the first time, you will be asked permission to install the Host Checker software. You must
answer Yes or Always to these prompts, otherwise you may not be able to login.

For more information on and assistance with Host Checker, click here.

Loading Components...
Please wait. This may take several minutes.

# Host Checker..

= @ (O



15. Login with your DB windows credentials

User name:

Password:

Domain:

Log On

Use another logon option

Reset Password

Google Chrome

1. Close all open windows and programs
2. Open Google Chrome



3. Click on three dots (...) in the top right corner, and Click Settings

w @@
MNew tab Ctrl+T
Mew window Ctrl+N
Histary [
Downloads Ctrl+)
Bookmarks 4
Zoom - 100% o+ o2
Print... Ctrl+P
Cast..
Find... Ctrl+F
More tools »
Edit Cut Copy Paste
Settings
Help [
Exit

B3 Managed by your organization

4. Search Site Settings, and click on Site Settings

Q, site settings|

Privacy and security

Sync and Google services
More settings that relate to privacy, security, and data collection

Allow Chrome sign-in
By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome

Send a "Do Not Track” request with your browsing traffic )
Allow sites to check if you have payment methods saved [ ]

Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates
Manage HTTPS/SSL certificates and settings

Manage security keys
Reset security keys and create PINs

Site Settings
Control what information websites can use and what content they can show you

site seftings
9 _ data R
Clear history, cookies, cache, and more



5. Click on Pop-ups and redirects and enable Allowed
Content

Cookies and site data

& »

Third-party cookies are blocked in Incognito mode

<> JavaScript R
Allowed
Flash

» »

Block sites from running Flash

Images
3

= Show all
7 Pop-ups and redirects R

Blocked
Additional content settings v

Q, site settings

< Pop-ups and redirects Q, Search

Allowed ®

Block Add

Mo sites added

6. Restart your PC to apply changes.
7. Login into dbRASWeb



8. If you get the below prompt, please click on "Look for an app *" and then close
that page and wait for the next “Pulse Secure Application Launcher” (PSAL) download
screen or just wait for the PSAL prompt as in the screenshot below.

Deutsche Bank
dbRASweb

dbRASweb Deutsche | R .
You'll need a new app to open this

You are here: Security Scan pUISESECUTE ||n|(

E Look for an app in the Microsoft Store

3 the Host Ch
&/ Always use this app ot be able

click here.

LUGUINy UITIPOnNeries...

Plaaco wait Thic maw tala cavaral minntac

If prompted, please download the PSAL

It appears that the application launcher is not installed. Download now to proceed.




9. After Pulse Secure Application Launcher installation please click HERE

Open File - Securty Warning

Do you wont to run this file?

Pulse Secure, LLC
Windews Instalier Packsge

S C\Users)
./ ‘] Pulse Secure Application Launcher has been installed i
L Y 4 successfully.

opening this fie

[ Te——

your computer, Orily un softwd om
l T ou trs Véhat s the risk?

$ continue with the launch.
#lring the installation process.

Once you have completed the above steps, clic
We recommend selecting "remember" and "alway

10. Please accept all the prompts for Host Checker and other downloads

Pulse Secure Application Launcher - Warning

Do you wart to allow Pulse Secure to contact the server and/for download, install, execute
software from the server?

Server Name de-dev.dbrasweb.db.com

Product Name : Host Checker

- |



11. After successful download, landing page appears:

Welcome to dbRASweb

Group Directory

[ Desktop &% Browse @ Email

Remotely access your desktop PC or virtual desktop

Work remotely by accessing your virtual desktop or PC at your desk.

@ If you're unsure how to connect to your desktop, choose the Getting Started tab for more information

Getting Started Wirtual Desktop Physical Desktop

Log Off =

Windows account
help

Accessing your virtual desktop

Click the button below to access your virtual desktop via dbGroup UA. You can also wait for it to launch

automatically
Password Reset &

Use dbPass to reset the

[ Launch dbGroup UA d for your

Click the button above to re-open dbGroup UA.

Internet Explorer

1. Close all open windows and programs.
2. Open Internet Explorer

Best match

\ . Internet Explorer )
[N

1 App A 4

Search the web
Internet Explorer
| QO internet explorer - See web results > App
Settings (3)
=) Open
‘@ start InPrivate Browsing

Open new tab

Reopen last session

Frequent
Citrix Receiver

E2 MsN india | Breaking News, Entertainment, Latest Videos,...
dbRASweb :: Deutsche Bank

Unauthorised access prohibited dbRASweb

“quL -

L internet explorer O




3. Select Tools > Internet options.

Safety 3

Add site to Apps

View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites

"t Compatibility View settings

Internet eptions,
1 About Internet I-]_ﬁlnlmer

4. Select the Advanced tab.

General Security Privacy Content Connections  Programs — Advanced

Home page

A Trrrasts hama nans tshe tune aach addrace Anite Aawn line

5. In the Reset Internet Explorer Settings dialog box, select Reset.

|+*| Disable script debugging (Internet Explorer)
[+| Disable script debuaaing (Other) v
£ >

*Takes effect after you restart yvour computer

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Recet
condition, h

¥ou should anly use this if your browser is in an unusable state.



6. Check "Delete personal settings” and click "Reset”

Reset Internet Explorer Settings x

| Are you sure you want to reset all Internet Explorer

settings?

Resetting incudes:

* Disable toolbars and add-ons *  Advanced options

+ Default web browser settings + Tabbed browsing settings
+ Privacy settings + Pop-up settings

+  Security settings

Delete personal settings

Resets home pages, search providers and Accelerators to default
settings, Deletes temporary Internet files, history, cookies, web form
information, ActiveX Filtering data, Tracking Protection data, Do Mot
Track data, and passwords,

You must restart your computer for these changes to take effect.

How does resetting affect my computer? Reset ’\ej | Cancel I
Ly

7. When Internet Explorer finishes applying default settings, select Close, and then
select OK.
8. Select Tools > Internet options:

- O

nox -

[; X

Print

File 3
Zoom I
Safety 3

Add site to Apps

View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites

Compatibility View settings

Internet option
About Internet %Imer




9. Select Privacy tab and uncheck ‘Turn on Pop-up Blocker’

Internet Options

General Security Privacy Content Connections Programs Advanced

Settings

Location

Mever allow websites to request your Clear Sites
physical location

Pop-up Blocker

[] Turn on 2op-up Blocker Settings
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some gettings are managed by your system administrator,

0K Cancel Apply

10. Select > Apply and > OK
11. Restart your PC to apply changes.
12.Try logging in to dbRASweb again



13. When Host Checker begins running, ensure you click “"Allow” to run the
“PulseSetupClientATL Active X Control Module”

If this is the first time, you will be asked permission to install the Host Checker software. You must
answer Yes or Always to these prompts, otherwise you may not be able to login.

For more information on and assistance with Host Checker, click here.

Loading Components...
Please wait. This may take several minutes.

3 Host Checker

This webpage wants to run the following add-on: ‘PulseSetupClientATL ActiveX Control Module’ from 'Pulse Secure, LLC'.  What's the risk? Allow | ¥




14. Click Run when prompted to run or save “PSSetupClientInstaller.ext”

e @ https://us-gdcb.dbrasweb.db.com/d fsetup/download.cgi?r=https%3A//us-gdc6.dbrasweb.db.com/dana-na/auth/url_ welcome.cqi%3Fp%3Dpreauth? %303 ~ @ DeutscheBank AG [DE] € | | Search..
& Download Setup Client

dbRASweb

In order to continue the operation you need to install a setup client. Please click here to install setup package. You must enable either ActiveX or Java to run the
downloaded setup client.

Once the setup client is installed, please click here to continue.

Please click here to login to the realms without Host Checker.

If you do not want to proceed, please click here to go back.

Do you want to run or save PSSetupClientinstaller.exe (2.56 MB) from us-gdc6.dbrasweb.db.com?

@ This type of file could harm your computer. Run Save |v Cancel

15. Wait for setup to complete and click “"Close”

'ﬁ‘ Pulse Secure Setup Client Setup: Completed —

— Completed —

Show details I




16. Return to your open dbRASweb session and click “here” to continue

dbRASweb

In ardar fa continua tha anaration vau nood fa inckall o eatun cliont, please click here to install setup package. You must enable either ActiveX or Java to run the
downloaded setup client.

UIILE UIE SELUP CHEINL IS 15LdIEU, PledSE LILK HEIE L0 Lonunue.

Please click here to login to the realms without Host Checker.

If you do not want to proceed, please click here to go back.

17.You will be automatically returned to the dbRASweb login page. Login again and click
“Accept” or “Yes” or “Always” to any prompts

02. Apple macOS Users:

Safari

If you receive the following error message, please follow the steps below.

Pulse Application Launcher
Q Pulse Secure Application Launcher failed to launch
\" Java applets.

OK

1. Try logging in to dbRASweb again



2. Click "Download” to install the updated Pulse Application Launcher

57

If you know that the application launcher is not installed, skip the wait and download now

If you do not want to proceed, please click here to go back.

3. Open the “PulseSecureAppLauncher” package that was downloaded and launch the
“PulseSecureAppLauncher”

@ ® L 5uIse§ecureAppLauncher.9.1 .8.3143

E] ~ i i

{

! PulseSecureAppLauncher.m
pkg

4. You may receive a prompt indicating that the “PulseSecureAppLauncher” cannot be
opened.

“PulseSecureAppLauncher.mpkg” can't be
—_p S opened because Apple cannot check it for
9 \ malicious software.

This software needs to be updated. Contact the
developer for more information.




System Preferences...

6. Open “Security & Privacy”

7. On the “General” tab, click "Open Anyway” next to the message indicating
“PulseSecureApplLauncher” was blocked.



@ < i Security & Privacy Q W

QeLLCcll FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password 5 minutes ﬂ after sleep or screen saver begins

Allow apps downloaded from: |

“PulseSecureAppLauncher.mpkg” was blocked from use because it Open Anyway
is not from an identified developer.

I U Click the lock to make changes. ?

8. Complete the setup for the “PulseSecureAppLauncher”
9. When setup is complete, quit the Safari browser
10. Re-open Safari and try logging in to dbRASweb.db.com again

03. Vendor users
Any user logging in from a vendor location or vendor laptop facing a host checker issue
must install the updated Pulse Installer Service on their machine.

e UK: https://uk-wdc5.dbrasweb.db.com/dana-
cached/sc/PulseSecurelnstallerService.msi

e Germany: https://de-esb4.dbrasweb.db.com/dana-
cached/sc/PulseSecurelnstallerService.msi

e Singapore: https://sg-kch4.dbrasweb.db.com/dana-
cached/sc/PulseSecurelnstallerService.msi

e Americas: https://us-ctl5.dbrasweb.db.com/dana-
cached/sc/PulseSecurelnstallerService.msi

04. Support and further information
If you are still experiencing an issue, please try to login to another dbRASweb location as a
workaround, and contact dbSupportPlus for further assistance.


https://uk-wdc5.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://uk-wdc5.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://de-esb4.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://de-esb4.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://sg-kch4.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://sg-kch4.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://us-ctl5.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi
https://us-ctl5.dbrasweb.db.com/dana-cached/sc/PulseSecureInstallerService.msi

Introduction:

The document is intended tofix the global dbRASweb issue affecting windows personal machines
starting April 11, 2021.

*Note: If this is a new device that has not previously connected to dbRASweb the following steps will not be need and

standard connection process can be followed.

Deep cleanthe PC— English

ADMINISTRATOR PRIVILEGES ARE REQUIRED TO COMPLETE THESE STEPS
Ensure your PC system time has been corrected to the current time:

e Settings > Time & Language > Date & Time Settings > Set time automatically >ON (based on windows 10) then

restart your PC.
Host Checker - Deep Clean Instructions
Perform the steps below:
1. Delete PulseSecure:
a) Search “Add” via Startmenu, click Add and Remove programs.

b) Locate anduninstall ALLPulseSecure application components. Do not uninstall the PulseSecure Installer

service ifthisis listed.

i) Start>Control Panel > Programs >Programs & Features > Confirmthere Are no PulseSecure programs

Apps & features

Pulse Secure Host Checker I

8.3.7.65025

Modify Uninstall

E Pulse Secure Setup Client 200 KB

E Pulse Secure Setup Client 64-bit Activex Control

For internal use only



2. Search %AppData% via Start menu > open the folder and delete all Juniper Networks / Pulse Secure folders in

it
Al Apps Documents Web More v

Best match

%appdata%

File folder ¢
Search the web

%appdata%
R %appdata% - See web results > File folder
Location C\Users\EUC DMP MOBILITY\AppData

iy Open
E Open file location

@ Copy full path

£ %appdata¥] O g M M| ﬂ ] @ .e »

3. Internet Explorer Users Only: Reset your Internet Explorer settings (If you are using a different Internet
Browser, you can skip to Step 4. Not applicable for Google Chrome or Microsoft Edge. IF you only have IE,
please note that Chrome and Edge are now the recommended browsers for dbRASweb.)

a. Closeall openwindows and programs.
b. Type the word cmd on the startmenu
i. Rightclicktheword Command Promptthatappears
1. ClickRunas Administrator

All Apps Documents

w
n
2
[:
@

Best match

Command Pre==*
Desktop app

L Run as administrator

Settings - Run as a different user

= Replace Comma I} Open file location

Windows Power = Pinto Start

<2 Pin to taskbar

cmd

Cc. Type the command del "c:\Windows\Downloaded Program Files"\Pulse*.*

B CAWINDOWS\systemn32\cmd.exe

\Windows\Downloaded Program Files"\Pulse*.*_

For internal use only



Navigateto https://dbrasweb.db.com/ againandsigninas normal

The Components for Pulse Secure will need to be reinstalled when prompted.

*Note: If you see an additional popup when signing on, please click More Info as shown below and click Run
Anyway:

Windows protected your PC Windows protected your PC

If you are still experiencing authenticationissues after performing the above steps, please refer
to our detailed troubleshooting guide.

For internal use only


https://dbrasweb.db.com/
https://dbrasweb.db.com/docs/troubleshootingguide.pdf

